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Solutions

Part I: Completion: Fill the blanks with one or more words that best complete the sentence. [20]

1. Broadband or frequency division multiplexing divides a communication channel into a number of frequencies to carry multiple signals.

2. Ethernet is a name for a very common local area network based on the IEEE 803.2 standard.

3. telnet or rlogin is a protocol which allows login to a remote computer on the Internet using a terminal interface.

4. Hypertext Markup Language (HTML) is a set of tags and related rules that are used to create web pages.

5. Modulation is changing a digital signal to an analog signal.

6. Encryption is encoding data so it can only be decoded by those who have the key.

7. File Transfer Protocol (FTP) is the protocol for sending and receiving files on an Internet file server.

8. Simple Mail Transfer Protocol (SMTP) is the protocol for sending electronic mail on the Internet.

9. Timeout occurs when a no response has been received to a request within a certain time limit.

10. A(n) full-duplex communications channel carries data in both directions at once.

11. A(n) (hypertext) link or hyperlink connects documents on the World Wide Web.

12. A(n) bridge connects two network segments at the media access layer. These segments share the same network address.

13. A(n) interface is a boundary across which two devices communicate, possibly a hardware connector or a convention. 

14. A(n) topology is a physical layout of a network.

15. A(n) Cyclical Redundancy Check (CRC) is a type of checksum that detects transmission errors in network packets by using polynomial division.

16. A(n) Internet Service Provider (ISP) is an organisation that charges a fee to enable individuals and organisations to connect to the Internet.

17. A(n) Network Interface Card (NIC) or network adapter/card is inserted into a PC and provides a place to connect a cable to a LAN.

18. A(n) broadcast message is sent to all devices on the network.

19. A(n) client requests and receives services from a server.

20. The baud rate is the signalling speed in signals per second.

Part II: Definition

A. Define any five of these DCN terms. Clearly show your choices. [10]
backbone: The top level in a hierarchical network, or a part of the network that interconnects other parts of the network. In a wide area network (WAN), such as the Internet, a high-speed, high-capacity medium that transfers data over hundreds or thousands of miles. A variety of physical media are used for backbone services, including microwave relay, satellites, and dedicated telephone lines

concentrator: A multiplexing device such as a hub or switch which allows a number of stations to be connected to a LAN. It combines the data streams from many simultaneously active inputs into one shared channel in such a way that the streams can be separated after transmission.

flow control: Hardware and software techniques used in serial communications to stop the sender sending data until the receiver can accept it, often by using a buffer.

modem: electronic device for converting between serial data from a computer and an audio signal suitable for transmission over telephone lines

network: a system of connected computers and other electronic devices and software for communication and resource sharing

protocol: The rules by which two network elements trade information in order to communicate; standard specifying the format of data and the rules to be followed

repeater: a relay that regenerates and cleans up signals, but does no buffering of data packets. It can extend an Ethernet by strengthening signals. It acts at the OSI physical layer.

router: A network "relay" that uses a protocol beyond the data-link protocol (usually the network layer) to route traffic between LANs and other network links; electronic device that examines each packet of data it receives, and then decides which way to send it toward its destination

web browser: A client program that runs on an Internet-connected computer and provides access to information on the World Wide Web, allowing a person to read hypertext

B. Decode and explain any five of these DCN acronyms. Clearly show your choices. [10]

ATM: asynchronous transfer mode: A method for the dynamic allocation of bandwidth by switching small 53-byte fixed-size packets called cells.

CSMA/CD: carrier sense multiple access with collision detection: The method by which nodes on an Ethernet/IEEE 802.3 LAN gain access to the network, i.e. one of several techniques that have been built into different LAN technologies to allow multiple nodes to share the same wires/electronics to send their data.

FDDI: fibre data distribution interface: LAN data-link protocol for multi-mode fibre. "Raw" rate of data transmission is 100 megabits/second. Developed by the American National Standards Institute.

HTTP: hypertext transfer protocol: Internet standard that supports the exchange of information on the Web. HTTP defines the process by which a Web client, called a browser, originates a request for information and sends it to a Web server, a program that responds to HTTP requests and provides the desired information.

IP: Internet protocol: defines the connectionless standard that describes how an Internet-connected computer should break data down into packets for transmission across the network, and how those packets should be addressed so that they arrive at their destination. An IP number uniquely identifies a computer on the Internet.

LAN: local area network: A computer network that connects computers in a limited geographical area (typically less than one mile) so that users can exchange information and share hardware, software, and data resources

NFS: network file system: an IP-based protocol originally developed by Sun Microsystems which provides file services, allowing a computer to access files over a network as if they were on its local disks.

STP: shielded twisted pair: Ethernet cabling with pairs of wires surrounded by a shielding for protection against interference and for faster speeds.

URL: uniform resource locator: a string of characters that precisely identifies/specifies the type and location of an Internet object/resource such as a web page

WAN: wide area network: A commercial data network that provides data communications services for businesses and government agencies, usually constructed with serial lines or X.25, extending over distances greater than one kilometre

Part III: Short Answer [50]

A. Answer all of the following questions. [30]

1. What is the purpose of the secondary ring in a FDDI ring? [1]

It serves as a backup and provides self-healing if the primary ring fails.

2. An ATM switch most closely resembles which other internetworking device? [1]

A router or layer 3 routing switch or hub

3. What features of ATM account for its efficiency? [3]

Small packet size, small header size, fast ATM switches, error handling at higher levels

4. Different internetworking devices operate at different levels of the OSI model. 
Use a table to compare performance, functionality and cost of low- and high-level devices. [3]

	Examples
	Level
	Performance
	Functionality
	Cost

	Router, Gateway
	High
	Slow (more latency)
	High (more intelligent)
	High (more complex)

	Repeater, Bridge
	Low
	Fast
	Low
	Low


5. Why does a bridge have more than one hardware address? [2]

Bridges connect LANs, and have one address per LAN to which they are connected, or computer to which they are connected.

6. What types of devices have IP addresses? [2]

Computers such as workstations and servers have IP addresses because they are source and destination devices.

Routers have IP addresses because they hold the addresses of connected networks.

7. List four parts of many headers of network packets or frames. [4]

Source and destination address/port for addressing

Cyclical redundancy check or checksum for error checking

Length of header and/or data

Sequence and acknowledgement numbers for connection-oriented protocols

Note: the data is not contained in the header.

8. What is the difference between a client-server network and a peer-to-peer network? [2]

A client-server network has one or more dedicated servers; a peer-to-peer network shares resources among a few “equal” computers.

A client-server network is centrally administered; administration of a peer-to-peer network is distributed.

9. What is the use of the IP number 127.0.0.1? [1]

A host can use the local loopback address to send messages to itself, usually for testing purposes.

10. What factors are used in deciding which way to route a message? [3]

Available/working links, speed and type of links, number of hops, network traffic/congestion

11. Give the full names of four common TCP/IP application-layer protocols. [4]

SMTP, FTP, Telnet and rlogin are based on TCP; TFTP, BOOTP, NFS are based on UDP.

12. What subnet mask should be used on a class C network with two subnets? Show your work. [2]

The default subnet mask for a class C network is 255.255.255.0.

If there are two subnets, one bit is used for the subnet, so the mask is 255.255.255.128,

because 10000000 = 27 = 128.

13. What are two uses of sequence numbers in TCP packets? [2]

Sequence numbers assure that all the packets arrive, and can be put into the correct order.

B. Answer five of the following questions. Clearly show your choices. [20]

14. List four functions of the OSI network layer. [4]

Addressing (e.g. IP address of sender and receiver machines)

Routing (determining end-to-end path)

Network control (sending/receiving status messages used to make routing decisions)

Congestion control (monitor, reduce delays)

15. List four functions of the OSI transport layer. [4]

End-to-end reliability (e.g. time to live counter) including error detection/correction (checksum/CRC)

Packet sequencing (numbering, resend) and message segmentation/assembly (max. size)

Flow control (acknowledging that messages were received; wait until ready to receive more data)

Addressing (network + node + process uniquely identifies the source and destination)

Security (encryption keys, user/password)

16. Describe four of the problems of IPv4 that IPv6 is designed to correct. [4]

IPv4 can supply less than 4 billion addresses and the address space is almost all used up.

IPv4 has an unnecessarily large header and the resulting overhead limits performance.

IPv4 does not provide quality of service for high performance multimedia applications.

IPv4 does not provide security such as encryption.

IPv4 does not include auto-configuration or support for mobile users.

17. What is the difference between connection-oriented and connectionless protocols? 
Give an example of each. [4]

A connection-oriented protocol sends information over a virtual connection as a stream of bytes. 
It must assure sequencing and message assembly.

e.g. TCP

A connectionless protocol sends information as independently routed packets.
e.g. IP and UDP

18. What is the difference between circuit switching and packet switching? 
Give an example of each. [4]

In packet switching parts of messages are individually routed and later reassembled.
e.g. ATM cells, X.25

In circuit switching a virtual connection is created and the message is sent as a stream of bytes.
e.g. ISDN, PSTN

19. What is the difference between synchronous and asynchronous transmission? 
Give an example of each. [4]

Asynchronous transmission sends isolated bursts of data, and delimits characters using start and stop bits.
e.g. RS232C, V.24, a modem, X.21.

Synchronous transmission synchronises sender and receiver using a clock or timing signal.

e.g. baseband LANs like Ethernet and Token Ring, fibre optic networks like FDDI

Part IV: Longer Answer: Use your knowledge of DCN to explain in detail. [10]

A user at Uganda Martyrs University sends an e-mail message. Some time later a user in London reads the message in his Yahoo account. What steps occur to make this possible?

The answer to this question should include LAN and WAN, hardware and software, media and protocols.

Each user interacts with his or her web-based mail services through a series of HTTP requests.

The URL of the web-based mail service appears in the address bar, e.g. http://mail.yahoo.com/.

Each user logs in with username and password in order to read and send mail.

The UMU user composes a message and addresses it to the London recipient.

E-mail addresses take the form username@hostname, e.g. gvogl@umu.ac.ug.

The UMU user’s message travels over the local Ethernet network through hubs and switches to the UMU mail server.

The mail server retrieves messages from a database and sends HTML documents to the user.

The user’s browser sends requests, receives HTML pages and formats them for the user.

The user’s message is sent between the UMU and Yahoo mail servers using SMTP and possibly also HTTP.

End-to-end connections are made using TCP; messages are segmented into pieces which are reassembled in the correct order upon arrival.

Pieces of the message are routed from one network to the next using IP.

DNS is used to translate URLs to IP addresses. ARP translates IP to Ethernet MAC addresses.

Message headers are added moving down the TCP/IP protocol stack and removed moving up.

The message is transported by a variety of media possibly including microwave from UMU to Kampala, satellite from Kampala to the UK, and fibre optic cables within the UK.

The message arrives at the Yahoo UK mail server and is stored there.

The user in London logs on to his Yahoo account with username and password and reads his mail.

