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Part I: Completion: Fill the blanks with one or more words that best complete the sentence. [20]

1. _______________ User Datagram Protocol (UDP) is a connectionless lightweight TCP/IP transport-level protocol used instead of TCP for higher performance when reliable transmission is not needed

2. _______________ open shortest path first (OSPF) is a modern link state routing protocol used by routers to exchange information about costs or metrics to reach other networks

3. _______________ simple network management protocol (SNMP) is a protocol originally developed to manage IP based network equipment like routers and bridges, now extended to wiring hubs, workstations, etc.

4. _______________ remote procedure call (RPC) is a protocol which allows a program running on one host to cause code to be executed on another host without the programmer needing to explicitly code for this

5. _______________ address routing protocol (ARP) is a routing protocol to convert an IP number to a MAC address

6. _______________ Network Basic Input Output System (NetBIOS) is an API for small LANs and the basis of current Microsoft protocol suites

7. _______________ spoofing is taking on a false identity for a joke or a security attack

8. _______________ synchronous transmission coordinates sender and receiver using a clock or timing signal, e.g. baseband LANs like Ethernet and Token Ring, fibre optic networks like FDDI

9. _______________ asynchronous transmission is digital exchange out of time sequence; sends isolated bursts of data, and delimits characters using start and stop bits, e.g. RS232C, V.24, a modem, X.21

10. A(n) _______________ parity bit is extra information sent with data for detecting transmission errors

11. A(n) _______________ half duplex communications channel sends information in both directions but only one direction at a time

12. A(n) _______________ public (automated) branch exchange (PBX/PABX) is a telephone exchange local to a particular organisation used for switching calls between internal lines and between internal and PSTN lines

13. A(n) _______________ socket is a Unix mechanism for creating a virtual connection between processes, and also a Unix library function to create a transport-layer communication endpoint

14. A(n) _______________ port is an endpoint (source or destination) of communication that represents a process address on a computer in a TCP/IP network

15. A(n) _______________ firewall is software and hardware between an organisation's network and the Internet for security access control

16. A(n) _______________ multicast message is sent to more than one device on the network

17. A(n) _______________ peer to peer network is a small LAN consisting of "equal" workstations that share resources; each workstation acts as both client and server and there is no dedicated server

18. A(n) _______________ denial of service security attack makes a system becomes so overloaded that it cannot provide its usual level of service

19. The _______________ Internet is an international network of computer networks which uses protocols like TCP/IP, permits public access to information and allows send and receive messages 

20. The _______________ bandwidth is the amount of data that can be transferred over a communication channel in a given time, or range of frequencies

Part II: Definition

A. Define any five of these DCN terms. Clearly show your choices. [10]
baseband, a single communications channel occupies the entire bandwidth

checksum, A computed value which depends on the contents of a block of data and which is transmitted or stored along with the data in order to detect corruption of the data. The receiving system recomputes the checksum based upon the received data and compares this value with the one sent with the data. If the two values are the same, the receiver has some confidence that the data was received correctly.

cracking program, a program that attempts to guess a password or gain access to a system by trying many combinations

datagram, a data packet in a network that uses packet switching, e.g. IP

hyperlink, text with information pointing to another document, used to connect documents

intranet, a private network that uses Internet protocols like TCP/IP and tools like web servers and browsers but operates within an organisation  

Manchester encoding, a method of signalling digital data with an embedded clock

packet, a unit of data transfer at the OSI network layer. In a packet-switching unit, a unit of data of a fixed size--not exceeding the network's maximum transmission unit (MTU) size--that has been prepared for network transmission. Each packet contains a header that indicates its origin and its destination

web server, a program to run programs and send web documents in response to client requests
B. Decode and explain any five of these DCN acronyms. Clearly show your choices. [10]

DES, a one-way encryption algorithm that combines a secret key with a password to create a publicly readable code

DHCP, a Microsoft protocol based on BOOTP that allows a server to automatically assign IP numbers to newly connected clients; useful for administering networks where computers are frequently added and removed

DNS, a protocol to translate between domain names and IP numbers

MAN, A high-speed regional network typically used to connect universities with other research facilities in a large metropolitan area

OSI, A standard put forth by the ISO for communication between computer equipment and networks, which includes seven layers of protocols

PKE, a system of asymmetric cryptography with a public and private key used to encrypt and decrypt messages and digital signatures

RIP, a distance vector routing protocol that only uses the number of hops and in which routers regularly exchanges routing table information with all other routers

UTP, Inexpensive Ethernet cabling consisting of twisted pairs of wires without shielding

WWW, A global hypertext system that uses the Internet as its transport mechanism
Part III: Short Answer [50]

A. Answer all of the following questions. [25]

1. List and briefly describe any five the seven layers of the OSI reference model. [10]

physical 

defines connections, electrical and wiring specifications 

data link 

provides hardware addressing and error detection/correction 

network 

provides addressing, routing between networks, network control and congestion control 

transport 

provides reliable end-to-end transfer, including error detection and correction, packet segmentation and sequencing, flow control, addressing and security 

session 

establishes sessions between services; synchronizes and performs translations for naming services 

presentation 

performs data format conversion; provides compression, encoding and encryption of data 

application 

provides standard services to applications and end-user interfaces

2. List three types of networked computer addresses and two protocols to convert between them. [5]

Domain name, IP address, MAC address

Domain name service (DNS), address routing protocol (ARP)

3. What features does TCP provide that IP does not? [5]

Connection-based; full duplex

Set up, manage, close a virtual connection

Messages transferred as stream of bytes

Sequenced delivery

Flow control

Sliding window of acks

Error detection and recovery; reliable

Port-level addressing

4. What measures can be taken to prevent and recover from viruses? [5]

Install anti-virus software on all computers

Schedule automatic virus scans

Keep active auto-protect features enabled

Keep virus software and definitions updated

Repair, quarantine or delete infected files

Educate users about viruses: Causes, prevention, removal; Specific, current, serious threats

B. Answer five of the following questions. Clearly show your choices. [25]

1. Explain and compare the features and shortcomings of two routing algorithms. [5]

See lecture 9, slides 7-10

Centralised vs. distributed algorithms

Static vs. dynamic algorithms

RIP vs. OSPF (distance vector vs. link state algorithm)

2. Explain the structure of an IP address and how it varies for different classes of networks. [5]

32 bits, four bytes, four numbers ranging from 0 to 255 

stored as binary number but displayed in dotted decimal notation e.g. 127.0.0.1 is loopback address

three parts: network, subnet, host (subnet uses some of host bits)

Class A uses 8 bits for network, class B uses 16 bits, class C uses 24 bits

3. Compare the structure of an IP datagram and a TCP segment. [5]

Both have 24-byte headers and data but different data sizes (TCP packets are smaller)

Both have source and destination addresses but TCP uses ports, IP uses IP addresses

TCP has sequence and acknowledge numbers and window for message sequencing and flow control

Both have checksums for error detection and correction

Both have padding and miscellaneous options

4. Explain the purposes and uses of TCP ports. [5]

Client and server processes communicate

network + host + port = unique process address

Server uses well known port address 0-1023

FTP-21, Telnet-23, SMTP-25, HTTP-80, etc.

No need to include port number in URL

http://www.w3.org:80 = http://www.w3.org

Client uses any unused port

Handshake sets up source/dest port numbers

5. Explain the structure of DNS. [5]

Tree structure with final “.” to indicate root

Top-level domain names have 2-3 letters

First-level name is the organisation name

Second and third levels used by large org’s

home.umu.ac.ug is a subdomain of umu.ac.ug

Each domain name has at least 1 IP number

DNS servers: Win2000 Server, Unix BIND

6. How can a system administrator help secure user accounts? [5]

Require users to change password regularly

Log password attempts, limit no. of failures

Run crack programs to find poor passwords

Audit account status and usage regularly

Delete or disable accounts when people go

Archive and safeguard old account data

7. How can a system administrator help protect user data? [5]

Backups and archiving: daily backups (possibly mirroring); test equipment & procedures restoration

Antivirus software

Encryption of sensitive information

Disposal of obsolete, sensitive information: erase (possibly reformat) disks, shred paper documents, document info removal/purge procedures

Keep storage media physically secure: store backup copies at remote locations

8. Explain the purposes and uses of encryption. [5]

Authentication, confidentiality, integrity, non-repudiation

e.g. secure login, digital IDs/signatures/certificates, private messages, secure electronic financial Web transactions

Part IV: Longer Answer: Use your knowledge of DCN to explain in detail. [10]

A user at Uganda Martyrs University clicks a link on the UMU intranet home page and another page on the intranet is displayed. Describe the interaction of hardware, software, media and protocols to make this happen.

The user interacts with his or her web server through a series of HTTP requests.

The URL of the intranet page appears in the address bar, e.g. http://home.umu.ac.ug/.

The UMU user’s message travels over the local Ethernet network through hubs and switches to the UMU web server.

The web server retrieves documents from a directory and sends an HTML document to the user.

The user’s browser sends requests, receives HTML pages and formats them for the user.

End-to-end connections are made using TCP; messages are segmented into pieces which are reassembled in the correct order upon arrival.

Pieces of the message are routed from one network to the next using IP.

DNS is used to translate URLs to IP addresses. ARP translates IP to Ethernet MAC addresses.

Message headers are added moving down the TCP/IP protocol stack and removed moving up.
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