Local Area Networks


Contents

1Overview


2Types of Networks


2Peer-to-Peer Network vs. Client-Server Network


3Stand-Alone Computers vs. Local Area Network


4Network Management: Planning Questions


4Network Management: Organisational Tools and Tasks


5Hardware Components of an Ethernet Network


7Installing Networking Hardware


8Installing Drivers and Configuring Windows 98 Control Panels


12Sharing Resources and Mapping Network Drives


13Providing Access to User Files and Applications


14Monitoring, Security and Maintenance Tools


15Additional Sources of Information




Overview

Target Audience

This workshop is for local computer administrators and technicians, organisational administrators, teachers, staff and other computer users with little or no networking experience who may be managing or using a network in their school or organisation now or in future.

Prerequisites

Participants should have an intermediate knowledge of computer terminology, use and maintenance, including some experience working inside a computer case and configuring Windows using control panels.

Knowledge and Performance Goals

Participants will be able to describe the components, uses, benefits and costs of a network, and perform basic planning, purchase, installation, configuration, use and maintenance of a peer-to-peer local area network.

Venue, Date and Time

Ihungo Secondary School, Kashozi Road, P. O. Box 95, Bukoba, Tanzania, 028-2220727

Saturday, 30 November 2002, 8:30 am to 3:30 pm (tentative)

Facilitators

· Mr. Greg Vogl, University of Bukoba Project, Voluntary Service Overseas (VSO)
P. O. Box 1725, Bukoba, 028-2220862, 0741-502560, gregvogl@yahoo.com

· Mr. Laurence Corps, Karagwe District Council, VSO
P. O. Box 20, Karagwe, 0744-771452, karagwe@africaonline.co.tz

· Mr. Tony Pike, Ihungo Secondary School, VSO
P. O. Box 95, Bukoba, 0744-755573, acpike@hotmail.com

· Mr. Hasnain Sherali, Bukoba Cyber Centre
P. O. Box 592, Bukoba, 028-2221828, bukoba@bukobaonline.com

Types of Networks

· A network is the connection of computers so they can exchange data and share resources.

· Resources are hardware (disks, printers, etc.), software (programs), and data (files, folders).

· A local area network (LAN) uses direct cables (or wireless signals) to link computers within a small geographic area, such as a building or a group of buildings. (Figure 1)

· The Internet is a big wide-area network (WAN) that connects millions of computers across large distances using a variety of wires, cables and electromagnetic signals. A LAN can be configured to share an Internet connection. (This workshop does not address the Internet.)

· An intranet is a private version of the Internet, using Web browsers and server on LANs.
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Figure 1: a small local area network with one server

Peer-to-Peer Network vs. Client-Server Network

· A server is a computer that provides access to shared resources such as printers and disks.

· A client is a computer that accesses shared resources on server computers.

· A client-server network has one or more computers dedicated as servers, and many clients.

· A peer-to-peer network shares resources among a few “equal” computers.

· A combination network can have both client-server and peer-to-peer features.
e.g. This workshop focuses on peer-to-peer networking with one non-dedicated peer server.

	Characteristics             Type of LAN
	Peer-to-Peer Network
	Client-Server Network

	Number of computers or users
	Less than 10, limited
	More than 10, increasing

	Network administration
	By users
	By network administrators

	Shared resources: access control
	Distributed, by users
	Centralised, by admin

	Shared resources: numbers, amounts
	Few, small
	Many, large

	Security: password protection
	For each resource
	For each user and group

	Security: importance/amount provided
	Low
	High

	Needed capability of user computers
	High
	Low

	Performance: speed/bandwidth, traffic
	Low
	High

	Robustness: stability, backups
	Low
	High

	Cost: hard/software, install/maintain 
	Low (no server)
	High (server, NOS, admin)

	Network operating systems (NOS) frequently used
	Windows 3.11/95/98/Me
Windows NT/2000 Pro
	Windows NT/2000 Server,
Novell Netware, or Linux


Stand-Alone Computers vs. Local Area Network

	Benefits and Costs
	Stand-Alone Computers
	Local Area Network (Peer-to-Peer)

	Sharing hardware
	- To use most devices it is necessary to physically connect the device to the computer, which takes time and can cause damage

- To share a printer it is necessary to use a floppy or other removable disk to transfer files to the computer with the printer 
	+ Many devices can be shared, e.g. 

1. storage devices like hard drives, CD-ROM drives, and DVD drives

2. I/O devices like printers and scanners

3. communication devices like modems

4. connections to Internet or other networks

	Sharing applications
	- Student PCs can only use software that is installed on the hard disk

- Hard disk space limits the number and types of programs that can be installed
	+ Multimedia CD-ROMs and other software can be stored on the server and run from any PC on the network

- Network can slow down from too many users, high-bandwidth applications such as video or animation, or large file transfers

	Sharing data and information resources 


	- Information must be copied to computers using an external drive or removable disk

- Hard disk space limits the amount of information that can be stored
	+ Web sites, music, photos, databases, and other documents in any format can be stored on the server and accessed from any PC on the network

	Communication and information exchange
	- Students must exchange information using removable disks or by sharing a single computer
	+ Students can communicate with each other via e-mail, chat, multimedia conferencing, scheduling, and other collaborative tools

+ Students can learn from work of their peers, e.g. student web sites accessible on the server

- Many-user networked games like Hearts and Quake are fun but waste time and resources

	Accessing personal files
	+ Floppy disks are physically secure

- Floppy disk required to access files using a different PC

- Large files can only be accessed on the hard disk of the PC where they are created

- Students must remember which PC’s hard disk contain their files

- If PC hard disks are not backed up, files may be lost
	+ Files accessible from any PC on the network

+ Saving to the server is much faster than to floppies (but slower than to local hard disk)

+ File sizes limited only by server hard disk

- Need to set up student PCs to automatically save to the server instead of PC hard disks

- Need to password-protect confidential files

- Files less secure from damage by others (edit, rename, move, delete)

	Administration 
(e.g. backup, installation, configuration, monitoring, maintenance, file cleanup, troubleshooting, repairs)
	- Must physically move to each PC

- Same tasks must be repeated on each PC

- Need to connect an external CD drive to install most software

- Need to connect an external writeable (CD-RW or Zip or tape) drive to make backups of large or many files
	+ Most tasks can be done using the server computer; centralised administration saves time and effort

+ Network is faster and more efficient than floppy disks or external drives

+ Tasks can be automated and run from batch files on multiple PCs

- Need for expertise to set up and maintain batch files and automation procedures

	Initial costs
	+ No networking equipment
	- Purchasing, installing and configuring network hardware (hub, cards, cables) and possibly server hardware and software

	Ongoing and recurrent costs
	- More floppy disks used

- Floppy drive damage from frequent use

- Time spent on repetitive administration tasks
	- Upgrading network equipment 

- Expertise, training and time needed to manage network

	Dangers
	- Data loss from damaged floppy disks

- Problems from infrequent administration, e.g. data loss on student hard disks may occur because it is impractical to make frequent backups of all computers

- Computer can become inaccessible if floppy drive fails and no external drives are installed
	+ All computers can be backed up more quickly and regularly, reducing data loss 

- Importance of backups increases

- Single point of failure: network hub and server PC must be installed and working

- Network can spread electrical damage

- Security measures required to disallow unauthorised access to files and devices


Network Management: Planning Questions

Users and Uses

· Who are your users? 

· What are their individual and group goals?

· What are their computing/information needs? How will their needs change in the future?

· What types of uses will the computers have?

Hardware, Software and Data

· What software do they need to use?

· What hardware is needed to run the software? How many computers will be connected? 

· Where will the computers be located? Should they be close together? In the same room?

· What type(s) of cabling will be needed? Where and how will the cabling be placed?

· Is a dedicated server needed, or is a peer-to-peer network enough?

· Is a network operating system like Windows NT Server or Novell Netware needed?

· How much and what types of data traffic is the network likely to have?

· What server specifications will be needed? (e.g. processor speed, memory, disk space,UPS) 

· What backup media should be used? (e.g. CD-R, CD-RW, Zip, or tape drives)

· What shared resources should be available? (e.g. disks, printers, software)

· How should access to resources be restricted for groups? (e.g. students, staff, and others)

· What other security problems are likely to arise? What security measures are needed?

Staffing

· Who will install the computers and network? 

· Who will administer and maintain the computers and network? 

· Who will supervise the computer lab during open hours? 

· Who will clean the computers and the computer lab?

· Who will train students, staff, and computer administrators? What training is needed?

· What times and how many hours per week will the lab need staffing? 

Network Management: Organisational Tools and Tasks 

· Keep a ring binder network book with detailed, up-to-date documents: (*=also post in lab)

· A plan including network goals, needs, design, installation, use, and maintenance.

· A budget of initial and recurring/ongoing costs, including facilities, materials, hardware, software, administration, maintenance and training.

· An inventory of computer hardware, installed software, tools, books, etc.

· A manual of Windows and applications configuration settings and instructions.

· A log of administrative activities: date, time, how long it took, what was done, by whom, to which computers, problems experienced, how solved, other notes.

· A network diagram showing numbers and locations of each computer and hub. *

· A schedule of lab use for classroom teaching, open use, maintenance, cleaning. *

· A simple list of rules and procedures for using the computers, network and lab. *

· Keep a library of computer magazines, books and manuals, and read them.

· Make backups regularly, frequently, rotate backup sets, and store at least one set off-site.

· Do regular maintenance: virus scan, scandisk, defrag, file cleanup, hardware cleaning, etc.

· Train, delegate and share tasks with counterparts; do not depend on just one person.

Hardware Components of an Ethernet Network

· The topology is the physical layout of the network. (Figure 2) Most LANs today use a star topology (centre diagram), where a cable connects each computer to a central hub. 

[image: image2.jpg]| QE ‘ll)

YR ks

@ e





Figure 2: the three basic network topologies

· A protocol is a standard that specifies how entities (people or devices) communicate.

· An interface is an intermediary between two entities that allows them to communicate.

· Ethernet is a LAN protocol which uses a star topology, twisted-pair cables and network hubs. It is more popular for LANs than other protocols such as token passing.

· The bandwidth or data transfer rate is the speed that data moves through a network.
10 million bits per second (MBPS) is generally fast enough for small Ethernet networks. 
100 MBPS (fast Ethernet) and 1 GBPS (Gigabit Ethernet) network cards and hubs are faster but more expensive; they are useful for larger networks that transfer large amounts of data such as video and multimedia between newer computers.

	Item
	Quantity
	Min. cost ea. (Tshs)
	Requirements and Description

	computers
	two or more
	200,000
	486 or faster processor with Windows 95 or later (Windows 3.1 and Linux are much more complicated)

	hub or concentrator
(Figures 3-4)
	at least one
(usually)
	50,000
	The hub should have enough ports (connection holes) to accommodate any new computers you might get, though it is possible to buy a second hub later and chain them together. Hubs generally have 4, 5, 8, 16 or 24 ports.

	network interface cards
(Figures 5-7)
	one per computer
	10,000
	NICs, also called network adapters, are cards installed into PCI (or ISA) expansion slots in the back of each computer; they are needed to connect to the network. 

	cables
(Figures 8-11)
	one per computer 
	5,000
	Cables connect each network interface card to the hub. 
The most common type of cable is category 5 10BaseT unshielded twisted pair (UTP) with RJ-45 connectors.

	peripherals
	?
	?
	Printers, scanners, CD, DVD and hard disk drives, fax modems, and other hardware devices you want to share are connected to one of the computers on the network. (Networked printers can connect directly to the hub.)
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Figure 4: computers connected to a hub 
(in a star topology)
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Figure 3: Network hub
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Figure 5: Network Interface Card (PCI)

PCI cards are used in newer computers.
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Figure 6: Network Interface Card (ISA)

ISA cards are used in older computers.
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Figure 7: Network Interface Card (PCMCIA)

PCMCIA cards are used in portable computers.
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Figure 8: Unshielded Twisted Pair (UTP) cable
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Figure 9: UTP cable with RJ-45 connectors
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Figure 10: RJ-45 connector
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Figure 11: port for RJ-45 connector


Installing Networking Hardware

1. Install a network interface card in each computer (if not already installed). (Figures 5-7, 12)

1.1. Switch off the computer and remove the cover.

1.2. Locate the expansion slots inside the computer near the back and decide which type of slot the card needs. ISA slots are big and black; PCI slots are smaller and white. PCI cards are much faster than ISA. Old 8-bit ISA cards (only one set of pins) are not recommended. 

1.3. Remove the metal slot protector on the case near an empty slot to make a space for the card.

1.4. Insert the card into the appropriate slot and secure it with a screw.

1.5. Replace the computer case.

2. Create UTP network cables. (Figures 8-9)

2.1. Measure and cut the required length of cable, up to 100 m. Better too long than too short!

2.2. Strip off one inch of the insulating jacket from each end of the cable using the stripping tool.

2.3. Arrange the wires of each end in the following sequence (consult hub documentation): 
orange/white, orange, green/white, blue, blue/white, green, brown/white, brown.
(To make a crossover cable for networking just two PCs without a hub, make one end green/white, green, orange/white, blue, blue/white, orange, brown/white, brown.)

2.4. Cut the wires to within one-half inch of the insulating jacket.

2.5. Push the wires into a RJ-45 connector (a small bit of plastic similar to a phone jack).

2.6. Put the RJ-45 connector into the crimping tool and crimp the wires into place. Re-crimp.

3. Number and label computers and cables for easy reference.

3.1. Number the computers, e.g. 01-24. You might want to give the server number 01 or 24.

3.2. Put tabs of tape near the ends of each cable. On each tab write the cable number, e.g. 01-24.

4. Connect each computer to the hub using the network cables. (Figure 13)

4.1. Install the cable, e.g. in a cable conduit or by attaching to the wall using mounting brackets. You may have to run cable through the ceiling or floor, drill holes in walls, etc.

4.2. Connect one end of each cable to the hub, using the port number for that cable.

4.3. Connect the other end of each cable to the computer with the same number. 

4.4. If you have more than one hub you can connect the hubs together.

5. Connect printers (and other peripherals you want to share) to the server (or other computers).

6. Test that everything is working.

6.1. Plug in and switch on the hub, then the server, then the other computers and peripherals.

6.2. Check the hub port and network card lights to verify that all cards and cables are working. 

6.3. If a light is not on, try switching the cable with another that is working.

6.4. If the problem is not the cable, replace the card.
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Figure 12: installing a NIC
Figure 13: connecting a network hub to a computer using UTP cable 

Installing Drivers and Configuring Windows 98 Control Panels

1. Install drivers for the network card. (A driver is software the PC needs to communicate with it.)

1.1. After the card is installed, switch on the PC.

1.2. If the network card is Plug and Play, Windows will detect it and try to install drivers for it.

1.3. If Windows does not detect it, use the Add New Hardware control panel to add it.

1.4. If Autodetect still does not find the card, you can select it from a list of vendors and cards. NE2000 compatible cards can use a generic driver. (Figure 18) If the card is old and not common, you may have to manually select IRQ, I/O, and DMA. Open Device Manager, select your network adapter, click Properties, and click Resources. (Figures 23-24)

1.5. You may need to insert your Windows installation CD, which contains many driver files.

1.6. If your computer does not have an internal CD drive, you will first need to connect an external CD or Zip drive to the parallel port and use a floppy disk to install drivers for it.

1.7. Sometimes the Windows files are already installed, and you can tell Windows to look in c:\windows or c:\windows\system so that you do not need to insert the Windows CD.

1.8. If asked for a username, type administrator. Give a secure (but memorable!) password.

2. Configure the Network Control Panel. (Click the Start button, Settings, Control Panel.)

2.1. Click the Configuration tab. (Figure 14)

2.1.1. Click File and Print Sharing, check both boxes, and click OK. (Figure 15)

2.1.2. Set Primary Network Logon to Windows Logon so no log on password is necessary. Click Add, Client, Microsoft Family Logon to get a login menu. (Figures 16-17)

2.1.3. If the TCP/IP protocol is not listed, click the Add button, click Microsoft Networks, click TCP/IP and click OK. (Figure 19) (TCP/IP has many advantages over NETBEUI: use on the Internet by many types of networks, computers, OS platforms, applications.)
2.1.4. Click TCP/IP to select it and click the Properties button.

2.1.4.1. Click the IP Address tab and click Specify an IP address. (Figure 20)

2.1.4.2. For the IP address, type 10.0.0.# where # is the number of the PC, e.g. 10.0.0.1 for the server and 10.0.0.2 for the first client. The first three numbers are assigned to you by an Internet provider if you are connecting to the Internet; 10.0.0 will work for a stand-alone LAN. The fourth number must be different for each PC.

2.1.4.3. For the Subnet Mask, type 255.255.255.0. Click OK.

2.2. Click the Identification tab. (Figure 21)

2.2.1. Type a unique name for each computer, e.g. Server, or use its number, e.g. Ihungo01.

2.2.2. Type the workgroup name, e.g. Ihungo or Lab. This must be the same for each PC on the logical network. (You could use one hub with two separate logical networks, e.g. Students and Staff, but a single server could not be used on both networks.)

2.2.3. Type a description of the computer, e.g. its main users, location, processor, memory, Windows version, and/or other features to identify it. This does not have to be unique.

2.3. Click the Access Control tab. Make sure share-level access is selected. (Figure 22)

2.4. Click OK. Windows will need to access the installation CD and will ask to restart.

3. Configure the Passwords Control Panel. (Figure 25)

3.1. Click the User Profiles tab.

3.1.1. Users can customize preferences/settings:  yes (so that the computer can have more than one user). But for ease of maintenance, all users should share the same shortcuts.

3.1.1.1. Include desktop icons and network neighborhood:  no

3.1.1.2. Include start menu and program groups:  no 

4. Configure the Users Control Panel. (Figures 26-28)

4.1. Create a user named student (or user if your organisation is not academic). Leave the password blank. Click yes to allow windows to create folders. (In Windows 98, leave all personalised items unchecked and create copies.) Test and log off.

4.2. Create a user named administrator. Give a non-blank password and confirm. Test.
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Figure 14: Configuring network components
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Figure 15: Sharing files and printers
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Figure 16: Selecting a type of network component to add
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Figure 17: Installing a network client
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Figure 18: Installing a network adapter
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Figure 19: Installing a network protocol
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Figure 20: Specifying IP address and subnet mask
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Figure 21: Identifying the computer
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Figure 22: Selecting share-level access to resources
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Figure 23: Using the Device Manager to find properties of the network adapter card
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Figure 24: Viewing I/O and IRQ of a network card
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Figure 25: Allowing the computer to have multiple users
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Figure 26: Viewing users and changing settings
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Figure 27: Changing the Windows password of a user
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Figure 28: Selecting personalised items for a user
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Figure 29: Sharing the hard disk
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Figure 30: Sharing a printer
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Figure 31: Adding a networked printer
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Figure 32: Mapping a network drive
	[image: image33.png]View Go

Favorites

Tools Help

=]

Up

.o

Folders x

7 Deskion
) My Computer
£ My Documents.
Intemet Explores
555 Network Neighborhood
@ Enito Network
Y
Uob-22

TQe
C1 My Documents
G Program Fies
 Recycled
C1 Windows

C1 my documents
Uob-22
% Recycle Bin

)

Paste

%

Cut

Copy

[Rome ]
(= Uob22 Computer Lab - Dell OptPios

1 objectls) )





Figure 33: Exploring the Network Neighborhood


Sharing Resources and Mapping Network Drives

1. Share drives, directories and files. (Figure 29)

1.1. Right-click the drive or directory you want to share. (It can be a hard drive, floppy drive, CD-ROM, DVD-ROM, Zip drive, or any folder.) Click properties. Click the Sharing tab.

1.2. Click Shared As. Use the default share name e.g. C or type a name e.g. hard disk.

1.3. You may type a comment to identify the shared resource but usually it is not necessary.

1.4. Choose Read-Only or Full access, depending on whether you want others to be able to change the information in the drive or directory. Assign a read-only and/or full access password to protect sensitive files, such as operating system files or files on the server.

1.5. Click OK. A small hand appears under the folder or drive icon to indicate that it is shared.

2. Share printers. (Figures 30-31)

2.1. Open the Printers Control Panel. Right-click the printer and click Sharing. Click Shared As. 

2.2. You can type a different name for the printer, but this is usually not necessary. It is best to use a printer name with 8 characters or less with no spaces to avoid DOS printing problems.

2.3. Click OK. A small wire appears under the printer icon to indicate that it is networked.

2.4. To install this printer on client computers, double-click Add Printer, choose Network Printer, and browse for it in the Network Neighborhood (or type the path to the printer, which has the following syntax: \\computername\printername). 

3. Map network drives on the client PCs. (Figure 32)

3.1. In Windows Explorer, click Tools and click Map Network Drive.
Or right-click My Computer and click Map Network Drive.

3.2. Select an unused drive letter, e.g. G: or Z:. (reserve A: through F: for local drives)

3.3. Browse for the folder or path to become a network drive, or type it as follows: \\computername\foldername (for example \\server\d or \\server\students).

3.4. Check the “reconnect at logon” box to make this a permanent network drive every time the computer is used, for example if you are setting up an application on the server for students. If the server is not available Windows asks whether to try mapping next time, and if the student answers no, you will have to re-map all drives, so map drives only where necessary.

4. Check what resources are shared. (Figure 33)
4.1. Double-click Network Neighborhood on the desktop, or open it within Windows Explorer.

4.2. If you just started Windows and don’t yet see other computers, press F5 to refresh.

4.3. Double-click a computer to show the resources available in it.

4.4. Mapped network drives are listed in My Computer after the physical drives.

Summary of Possible Resource Sharing

	C
	A
	P
	D
	Resource
	Purpose/Use

	S
	F
	N
	Y
	C:\My Documents\Students
	Student file storage on server

	S
	R
	N
	N
	My Pictures, My Music, My Webs
	Student access to pictures, music, websites

	S
	R
	N
	Y
	CD application folders
	Student access to shared CD applications

	S
	R
	N
	N
	Other application and data folders
	Student access to applications and data

	S
	R
	N
	Y
	CD/DVD/Zip drives
	Student access to shared disks

	S
	F
	Y
	N
	CD-RW/Zip/tape drives
	Emergency remote server backup

	S,C
	F
	Y
	N
	C:
	Remote server and client administration

	S
	R
	Y
	N
	Printer
	Student printing


C=Computer with the resource to be shared (S=Server/Administrator, C=Client/Students),
A=Access (F=Full, R=Read-Only), P=Use a non-blank Password (Y=Yes, N=No)
D=Use a mapped network Drive, any free letter from G: to Z: (Y=Yes, N=No)

Providing Access to User Files and Applications

Providing Access to User Files on the Server

· Change the options and preferences on all commonly used applications on student computers so that they will save to the students folder on the server by default.

· In Microsoft Word, click the Tools menu, click Options, click the File Locations tab, double-click Documents, type \\servername\students\, and click OK.

· Students can create their own folder in \\servername\students\ and save documents in it. 

· You may prefer to create the folders for the students so that they have systematic names that make it easier for you and them to find their work, e.g. class\Lastname Firstname.

· To make it easy for students to find shared resources on the server (files, folders, disks, printers, etc.), put a shortcut to the server in the Start Menu of each student computer.

· Right-click the Start button and click Explore. Click File, New, Shortcut. Type \\servername\, click Next and click Finish. 

· Warn students not to access others’ files. Back up the students folder often and regularly.

· Many office applications allow you to password-protect files with private content.

· Occasionally students will accidentally move one of the folders into another folder; you can search for it using Find Files or Folders and move it back to the students folder for them.

Installing and Running Software over the Network

· If an application is on a CD or removable storage disk, you have to make sure the disk is in the drive when a student wants to run the application over the network.

· If you have plenty of space on your server, you may want to copy frequently used CD applications such as the Microsoft Encarta Encyclopaedia to the hard disk.

· You can run many software packages from the server by putting a shortcut to the network path of the executable file of the application on each student computer, e.g. a shortcut to \\ihungo01\CDs\encarta\encarta.exe could run the Encarta program in a shared CDs folder.

· From each student computer, map a network drive to an application folder or disk drive. 
For example, the MSKIDS folder could be mapped to the Z: drive on the student computers.

· Open the mapped drive and run the setup.exe program on the student computer as usual. 
An application shortcut will be created in the Start Menu of the student computer as usual.

· Configure shared applications to store temporary files on local disks to avoid user conflicts.

Windows Networking Applications

· Network Neighborhood shows all shared computers and resources on the network.

· Windows Explorer and Internet Explorer can browse network files much like local files.

· My Network Places displays shared resources and allows you to add shortcuts.

· WinPopup is a simple Windows 95 program to send text messages on a local area network. 
Click Start, Run, and type winpopup. You must run the program before receiving messages.

· WinChat is a similar Windows utility for sending messages between two computers.

· Windows Messaging (Win95 only) allows you to set up a simple e-mail server on a LAN.

· Personal Web Server (IE4/Win95) allows set-up of a simple intranet web server on a LAN. 

· Net Meeting is an Internet multimedia conferencing tool that can be run over a LAN. Communicate by chat, whiteboard, audio, and video. Share applications and desktops.
This could be useful for presentations in a computer classroom with no computer projector.
Click Tools Options, General. For the directory, type Network (TCP/IP). 
To place a call, type a name, computer name, IP or phone number, or email address.

· Hearts is a card game that can be played over the network by two or more people.

Monitoring, Security and Maintenance Tools

Network Administration Tools

· In Windows 98, Net Watcher shows use of resources (shared folders and files). To control resources on another computer, enable remote administration through the Passwords control panel. Windows XP Computer Management uses the similar Shared Folders System Tool.

· Internet Information Services provides servers for web, e-mail, FTP, news, etc. on a LAN.

· To configure a computer as a server, open the System Control Panel, click the Performance tab, click the File System button, and set Typical role of the machine to Network server.

· Microsoft System Information and MSD (Microsoft Diagnostics) show technical info.

· To find the IP number of your computer, run winipcfg or type ipconfig at the DOS prompt.

· To check if a computer is networked with IP, type ping computername at the DOS prompt.

· To edit a batch file or other text file, type edit filename at the DOS prompt. 

Batch Files

· A batch file is a text file with a .bat extension which contains DOS commands.

· Batch files are useful for moving, copying or deleting multiple files at once, or for repeating an operation on many computers. A batch file can also run other programs and batch files.

· Batch files take time to set up but can save work and keep networked client PCs identical.

· Batch files require a good knowledge of DOS and can be dangerous if not used carefully.

· To run a batch file, double-click it in Explorer, or type its name at the DOS prompt.

· To create, edit or view a batch file, use any text editor like DOS Edit, Notepad or WordPad.

· For a list of DOS commands, type help. (This may not work on some versions of Windows.)

· Useful commands for batch files: call, del, deltree, echo, for, goto, if, net, rem, type, xcopy.

· For more information on any DOS command, type the command followed by /?.

· The net command provides many networking functions. For details, type net help.

· To map network drive x: to a shared resource, type net use x: \\servername\resource.

· To run a batch file every time the computer starts, put a shortcut to it in the Startup folder.

User Policies

· Policies can restrict users from doing things that might damage system or program files.

· You can hide desktop items, settings folders, contents of drives and Network Neighborhood, the Run command, the DOS prompt, etc.

· But policies can be dangerous because you can accidentally lock out even the administrator.

· The Policy Editor is on the Windows 95 CD in d:\admin\apptools\poledit\poledit.exe 
or on the Windows 98 CD in d:\tools\reskit\netadmin\poledit\poledit.exe.

· User policy files end in a .pol extension and can be copied to student computers.

· Windows XP Computer Management has a policy system tool instead.

The Registry

· The Windows registry is a database that controls how the computer works.

· The registry keys are thousands of variables which have number or text values.

· The keys are stored in a tree of folders that you can browse like Windows Explorer folders.

· The Registry Editor is in c:\windows\regedit.exe and allows you to change these keys. 

· The registry is stored in two hidden system files named c:\system.dat and c:\user.dat.

· If the registry is damaged it can make your computer unable to operate, so be very careful.

· Many registry keys are more easily and safely changed using the Control Panels.

Additional Sources of Information

Most of these books and software packages are currently available at the University of Bukoba. Demonstrations can be given if there is interest and time permits.

	Books
	Author
	Publisher
	Year

	Networking for Dummies
	Lowe, Doug
	IDG
	1998

	Local Area Networks: A Business-Oriented Approach
	Goldman & Rawles
	Wiley
	2000

	Encyclopedia of Networking, Electronic Edition
	Sheldon
	McGraw Hill
	

	Learning Windows NT Server 4
	
	QUE
	

	Upgrading & Repairing PCs, 12th Edition
	Mueller, Scott
	QUE
	2000

	PC Repair and Maintenance Bible, 3rd Edition
	Press & Press
	IDG
	2000

	A+ Core Exam & A+ DOS/Windows
	A+ Cert. Training Guide
	New Riders
	1998

	Computers in Your Future 3
	Meyer, Baber & Pfaffenberger
	
	2000

	PC Magazine, PC World, Computer Shopper, and other computer magazines
	
	
	

	Computer Maintenance and Network Administration syllabi and course materials
	Greg Vogl
	UoB
	2002


	Software
	Description

	Windows 3.11, 95, 98, Me
	Microsoft Windows operating systems with peer-to-peer networking

	Windows Resource Kit
	Advanced tools and documentation in older versions of Windows

d:\admin\reskit\helpfile\win95rk.hlp on the Windows 95 CD

d:\tools\reskit\help\rk98book.chm on the Windows 98 CD

	Windows NT, 2000, XP
	Microsoft Windows server operating systems

	MS-DOS
	Command-line interface for Microsoft Windows operating systems

	Linux
	Free Unix operating system with built-in server networking features

(Available in various distributions such as Mandrake and Red Hat)

	NETg
	NETg SkillBuilder Courseware Tutorials:

Volume 1: Microsoft Windows NT 4.0 and Microsoft Windows 2000

Volume 2: Other Microsoft MCSE Core Exams: 

71441-71444: Networking Essentials 2nd Edition Part 1-4

71312, 72312: Supporting Microsoft Windows 95 and 98: Networking

Volume 8: End User Fundamentals: Microsoft Windows 3.1, 95 and 98

Volume 13: Networking: Networking Foundations 1 and 2

	Book CDs
	CD-ROMs that accompany most of the books listed above

	3Com OfficeConnect
	CD-ROM with instructions on connecting computers to networks

	Networking CD
	A compilation of network references and utilities








Greg Vogl, IT Specialist
University of Bukoba Project
LANWorkshop.doc
15/11/2002
Department of Information Technology
Page 7 of 15

